WAKE FOREST UNIVERSITY
CONFIDENTIALITY/NON-DISCLOSURE AGREEMENT

Wake Forest University has, and will develop further, confidential and proprietary information relating to its business and its educational mission, including but not limited to confidential information concerning its component schools and its affiliates; its faculty, staff, and students; and its financial and donor information (any of the foregoing hereinafter referred to as “Information”). 
In the course of my employment with the University, I may have access to such Information and I understand and acknowledge the importance of protecting the confidentiality of such Information;

By signing this Agreement, I understand and agree to the following:
1. I may use Information disclosed to me solely in the course of Employee's employment with the University. I may not use Information for any other purpose.  

2. I will hold all Information in the strictest confidence and will not disclose any Information or any portion thereof to any other firm, entity, institution, or person, except that I may disclose the Information on a confidential basis to other employees and agents of University on a “need to know” basis in the course of my employment with the University.  I expressly acknowledge and agree that such obligation of confidentiality precludes my disclosure of Information even to family members or friends, and even when identifying details are not revealed.

3. I will not access any Information other than that necessary to enable me to perform my job.

4. I will not discuss Information where others without authority to access such Information may overhear the conversation.   

5. I will not access any Information for other persons who themselves lack authorized access to such Information. 

6. I will not disclose to anyone my or any other University employee's computer password nor will I knowingly use another person’s password instead of my own for any reason unless authorized by my departmental supervisor or designee or unless required by the University's Information Systems Department for maintenance reasons.  I will inform my supervisor immediately if I know or have reason to believe someone without proper authority knows or is using my password(s).
7. I will not make any personal or unauthorized inquiries, transmissions, modifications, or purging of data in any University computer or system.  Such unauthorized inquiries or transmissions include, but are not limited to, reviewing, removing, printing, and/or transferring data from University computer or paper filing systems to unauthorized locations, e.g. home. 

8. I will log off, lock, or shutdown my computer prior to leaving it unattended. 

9. I will inform my manager, supervisor, or other appropriate personnel of any known or suspected breach of confidentiality or unauthorized disclosure or misuse of Information observed by me or of which I become aware.
10. I will store all removable disk media (e.g. CD’s, DVD’s, PDA’s, USB/flash drives, etc) that contain Information in a secure manner and immediately report to my supervisor if said media is ever lost or stolen.

11. I understand that public (i.e. non-Wake Forest) wired and wireless networks should not be considered secure for any reason. Therefore, whenever I am connected to a computer network other than that maintained by WFU, I will use Wake Forest installed VPN (Virtual Private Network) software on my University issued laptop to ensure my data is encrypted between my computer and Wake Forest. WFU WebMail (http://www.wfu.edu/webmail) offers encryption without requiring VPN; however, Information Systems recommends using VPN whenever possible even when using WebMail on your University issued laptop.
I understand that any violation of the terms of this agreement may result in disciplinary action up to and including termination of my employment with University.
I further understand that all of my computer activity is subject to auditing or monitoring by the University. 

I acknowledge that I have read this agreement, understand its terms, and agree to abide by both this agreement and University and departmental policies in effect from time to time concerning the security and protection of confidential information.
I further acknowledge that nothing contained in this agreement creates a contract, express or implied, between me and the University with respect to my employment, it being specifically acknowledged that I am an "at-will" employee of the University. 

____________________________  ________________________

Signature of Employee 


Date

____________________________________________________

Printed Name of Employee
This Agreement will be filed in the employee’s personnel file in HR. Copies will be given to the employee, Controller and employee’s supervisor.
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